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TECHNOLOGY || Navigating Ethical Minefields

s social media becomes more and

more prevalent in society, attor-

neys must be prepared to navigate
the ethical minefields that come along
with it. In the United States, 72% of
adults use social media.! The majority
of our clients, opposing counsel, jurors,
and witnesses use social media. Since
a diligent attorney must act with “zeal
in advocacy upon the client’s behalf”
understanding the risks and obligations
related to social media is crucial.?

ABA Model Rule of Professional
Conduct 1.1 mandates that attorneys
competently represent their clients—
and this includes being conversant
in “the benefits and risks associated
with . . . technology.”® Most state codes
of professional responsibility have a
similar requirement.* Consequently,
an attorney’s ethical duty of due dili-
gence and representation now calls for
at least a baseline level of competence
related to social media. Whether you are
protecting your client’s online presence,
researching, or active in your personal
and professional networking accounts,
you can’t afford to be deficient in this
important area of technology.

Your Client’s Social Media
Ask about your client’s social media
activities during the initial case consul-
tation. You will almost certainly find
that your client uses some form of social
networking, and the earlier you learn
about it, the sooner you can recognize
potential issues that may arise later.
Your client’s social media accounts
are not discoverable simply because they
exist.’ But be sure to inform clients not
to destroy or alter any existing social
media content. This can run afoul of
Model Rule of Professional Conduct
3.4(a), which prohibits lawyers from
unlawfully obstructing another party’s
access to evidence or unlawfully altering,
destroying, or concealing a document
with “potential evidentiary value.”®
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This rule also precludes lawyers from
instructing their clients to destroy, hide,
or alter evidence.” The best practice is to
avoid making any recommendation to
clients that would explicitly or implic-
itly indicate they should destroy any past
social media content.

However, in all jurisdictions,
instructing your clients to maintain
strong privacy controls is well within
your ethical duty as their attorney. There
is nothing improper about ensuring
that your client maintains previously
posted social media content but takes
precautions moving forward to make
accounts private or not searchable by
those unauthorized to do so.? Also note
that it is permissible to advise clients to
not accept friend or follow requests from
strangers and to remove people they do
not know or trust from existing followers
or friends.

You likely will face discovery requests
from defendants that broadly demand
access to your clients’ social media
accounts. Some courts have noted that
discovery requests would be overbroad
if they request all information contained
in plaintiffs’ social media accounts.’
And some courts have held that the
information sought must be relevant
and material to the issues in the case:
Requests must be specific; narrowly
tailored with precise dates; and relevant
to the injuries, claims, and disputes at
issue.l®

For example, a New York appellate
court ruled that defense counsel’s
request for an authorization permitting
unrestricted access to the plaintiff’s
Facebook account was a ““fishing expe-
dition,” conducted with the “mere hope
of finding relevant evidence.”

Inform your clients that any posts
related to the claim at hand may become

discoverable. This means that you
must clearly instruct them to not post
anything relevant to the lawsuit or their
damages, even if the account is private,
on the chance the account is searched
during discovery at some point.

When evaluating the relevance of
private portions of a party’s social media
profile, courts have tended to agree
that the critical factor in this inquiry
is whether the public portion contains
relevant information—a defendant
“does not have a generalized right to
rummage at will through information
that [the] Plaintiff has limited from
public view.”? But when claims for
emotional distress and anguish are
being asserted, a minority of courts have
broadened what defense counsel may
review from a plaintiff’s social media
presence.?

When attorneys disagree on what
social media information is appropriate
to provide, courts often order the
disclosure of relevant social media
evidence based on a factual predicate for
the request,* a sufficient showing from
a public search, or a prior search that
turned up deleted information.

For instance, if opposing counsel has
photographs obtained from a public
social media search of a litigant who
claims to be disabled playing sports, a
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court can order a more extensive search
of the litigant’s social media account.’s
Some courts also may conduct an in
camera review of a party’s social media
information before determining what
should be produced.’* Commonly, courts
permit some disclosure of social media
information but will limit it based on
what is appropriate in each case.”

Communication With Parties and
Witnesses

While local rules determine the precise
ethical boundaries of interacting with
litigants, witnesses, and jurors, there
are some important ground rules that
should guide your practice regardless
of jurisdiction.

Model Rule of Professional Conduct
4.2 prohibits communicating with a
represented party; this applies to all
forms of communication, including
social networking.'* With decep-
tion being even easier in the virtual
world than in person, making false or
misleading representations online is
of heightened concern.” Several state
ethics opinions make it clear that the
rules of professional conduct prohibiting
deceptive conduct or misrepresentations
to third parties extend to cyberspace.?

For example, do not “friend” a party
or arepresented witness, whether doing

—

so as yourself or by misrepresenting
your identity in some fashion. In the
same vein, never instruct a member of
your staff to friend or interact with any
party or represented witness. The best
and safest practice is to avoid interacting
online with any potential witnesses.
All jurisdictions permit attorneys
to friend a client or former client on
social media. But if you do so via your
personal social media accounts, your
client can then view any of your posts,
and your “friendship” on social media
can sometimes be publicly viewed.
Think very carefully about using your
personal account to follow or friend a
current client on social media—your
personal social media presence may not
be palatable to all clients. A better prac-
tice is allowing current or former clients
to follow your law firm’s social media
page, which likely does not contain
personal updates or information.

Online Juror Research
Juror research has always been a crucial
tool in a lawyer’s trial preparation

arsenal. With today’s easy access to
social media, broaden your jury research
to include a thorough review of potential
jurors’ online presence.

The ABA has issued a formal opinion
that a lawyer is ethically permitted to
review a juror’s social networking pres-
ence, provided that no contact is made
with the juror.?! The formal opinion clar-
ifies that jurors being aware that they
are being researched by an attorney (for
instance, by receiving “alerts” from the
social media provider that the attorney
has viewed their account) does not
constitute a “communication” with the
lawyer.?> However, before searching a
platform that will alert the juror of the
search, consult your jurisdiction’s local
rules to ensure it has not enacted stricter
controls.?

A minority of jurisdictions have begun
holding attorneys to a higher standard
for demonstrating due diligence when
researching prospective jurors. For
instance, Missouri has imposed an
affirmative duty on lawyers to conduct
certain internet background searches

Do not ‘friend’ a party or a represented
witness or instruct your staff to do so—
the best and safest practice is to avoid

interacting online with any

potential witnesses.
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of potential jurors if the lawyer plans to
argue potential juror bias.>* Regardless
of whether you are in a jurisdiction that
requires an internet search to prove
juror bias, conduct a search of potential
jurors on social media, and document
the results in the event they must be
raised to the court should you learn of a
potential juror’s lack of candor.

Your Social Media

Attorneys’ ethical duties of confidenti-
ality, due diligence, and candor extend
to online representations regarding
cases and practice areas. Over 80% of
law firms in the United States use one
or more social networking platform for
information and marketing purposes.?
While these platforms can be incredible
resources to connect with potential,
current, and former clients, be cognizant
of ethical boundaries. When it comes
to providing legal services and using
social media as a communication tool,
avoid making any statements that could
be construed as a false or misleading
communication.?

On the web, geographic or situational
boundaries do not exist as they do in
the real world—so take extreme care
to avoid advertising in or creating the
appearance that you are able to prac-
tice law in a jurisdiction where you are
not licensed. Model Rule of Professional
Conduct 5.5(b)(2) explicitly prohibits
lawyers from sharing information that
would make the public believe they are
admitted to practice law in a jurisdic-
tion where they are not licensed.?” If you
advertise outside of your jurisdiction,
clearly indicate where you are licensed
and that you use local counsel when
representing people in other states.

Similarly, while posting legal blogs,
articles, and practice tips on a law
firm website is permissible, include
disclaimers stating that a post is not
meant to form an attorney-client rela-
tionship or provide legal advice.?® Be
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If you or your law
firm receive a
negative online
review or comment
from a current

or former client,

be careful when
considering whether
and how to respond.

cautious when crafting informational
and marketing elements of a law firm
website, emails, and other online
communications. Just because the
communication is online does not mean
that the ethics rules governing legal
advertising and marketing do not apply.
In-person solicitation of clients by
attorneys is generally prohibited.?’
However, most jurisdictions do not hold
online content geared to the general
public to the same standards as in-person
solicitation—the key determining factor
is whether a person can easily disregard,
ignore, block, or delete the content.?°
For example, an attorney sending
repeated, direct messages to a social
media user would likely violate ethics
rules, but a chat box offering assistance
on a firm page or an email advising
of legal updates would not.?! Many
attorneys and firms outsource work
to digital marketing companies that
create marketing copy and blog posts
for a firm website, so remember that an
attorney’s ethical responsibility includes
overseeing and approving what is posted
on the firm website. Diligently and
carefully review any outsourced copy

that will be posted in your name or your
firm’s name.

Posting about a client’s case on law
firm social media, even in the most
benign fashion, could run afoul of the
ethical duty to keep client informa-
tion confidential, unless explicitly
authorized.’? This duty also extends to
client data; your firm should instruct
attorneys and staff to conduct social
media communication with clients
through private messaging, including
sending case updates through private
or secure networks.

Many companies rate lawyers and
their services and post ratings online
for the public to view—for instance,
Avvo, LinkedIn, and Martindale. Ethics
opinions generally permit attorneys to
participate in services that allow third
parties to make comments or “rate”
lawyers in ways the lawyers could not
do on their own.? However, subject
these posts to the same scrutiny as
your own law firm posts, and ensure
they do not contain false or misleading
statements of fact.3* Furthermore, with
very few exceptions, it is unethical to pay
someone, or offer a “credit” for a legal
fee, to provide a positive review on any
platform, even if true.?

Finally, if you or your law firm receive
a negative online review or comment
from a current or former client, be
careful when considering whether and
how to respond. A respectful response
that does not disclose any confidential
information is not unethical.

But be cognizant of the ABA’s new
Formal Opinion 496, which addresses
responding to online criticism from
clients. On its own, a negative online
review from a client does not create a
“controversy” that entitles the attorney
to disclose any confidential informa-
tion in responding to the criticism.’ An
express statement that the allegation is
false or that your ethical duties prevent
you from responding in detail does not



violate duties of professional conduct.’”
However, disclosing details of the
client’s case in response to the review,
even if true, is expressly forbidden.®
Social media can be an incredible
asset for maximizing your practice and
thoroughly investigating and litigating
your clients’ cases, so long as you
remain mindful of your ethical respon-
sibilities and the rules of your partic-
ular jurisdiction when navigating this
evolving area.

Heidi L. Wickstrom is an
attorney with Salvi,
Schostok & Pritchard in
Chicago and can be
reached at hwickstrom@

salvilaw.com.
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