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Social media evidence can be both valuable and harmful.
Learn how courts have responded to common social
media discovery questions and how you can protect your
client’s privacy and get what you need from defendants.

:

By || HEIDI L. WICKSTROM

itigation today requires navigating the digital histories of the people involved—

which means attorneys must be up-to-date on social media discovery rules.!

With a click of the mouse or stroke of the keys, plaintiffs can amass large

numbers of social media posts, chats, tweets, and other electronic communica-

tions that are preserved for discovery seemingly forever. But understanding

lient’s social media presence is not the only challenge plaintiff attorneys

e also must be ready to investigate defendants’ social media use and

profiles, which can offer ammunition for depositions, for settlement negotia-
- tions, or at trial.

. . No law prevents opposing counsel from investigating your client before

‘:“-& = litigation begins, and assuming the evidence is obtained through a legal search,

’ . people should not have any expectation of privacy on the public portions of

IJ social media sites.? Furthermore, publicly available social media information

_,-s-""- — generally is not subject to claims of privilege.? Stress this to your clients as soon

as possible. Also tell them that any public posts by a spouse, child, or even a

n friend may be viewed by anyone, including defense counsel, especially if the
client is tagged. If clients have “private” or “locked” accounts that they must give
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permission for others to access, then their
private information should not be fully
available through simple online searches
before litigation commences. But advise
your clients that even “private” posts may
be subject to legitimate and reasonable
discovery demands if a court determines
later that they are relevant to the claims
made in the lawsuit.*

Broadly speaking, a party has a duty
to preserve information relevant to
litigation. But how much social media
evidence needs to be preserved before
litigation commences? And to what
extent and in what form? Depending
on your jurisdiction, the answers vary.

In all jurisdictions, increasing privacy
settings on social media accounts before
litigation begins is not spoliation of
evidence; it’s simply good and prudent
practice.® However, the propriety of
deleting case-related photographs and
posts is a more complicated issue, and
one that you should approach with
extreme caution. As a general rule, liti-
gants and attorneys should preserve

evidence they know, or reasonably
should know, will be relevant to
foreseeable litigation.® Advising a client
to delete or take down any social media
posts is problematic, and many courts
will treat conduct like this as spoliation
of evidence.” When in doubt, consult
your local ethics rules.?
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Your Client’s Social Media

Once litigation begins, you likely will
receive interrogatories or discovery
requests for your client’s social media
information. How do you respond in a
way that protects your client’s rights and
privacy without violating your jurisdic-
tion’s laws and rules governing social
media discovery?

When you receive discovery requests
that are overbroad, burdensome, or not
specifically related to legitimate claims,
remember that your client’s social media
accounts are not discoverable simply
because they exist.” Many defendants
ask for and expect unfettered access to
the plaintiff’s posts and pictures after
the date of the incident at issue in the
case. In most circumstances, you should
not honor these requests. Courts have
routinely denied discovery requests
for being overbroad when they request
all information contained in plaintiffs’
social media accounts.!

Most courts have held that the
information sought must be rele-
vant and material to the issues in the
case—meaning that it must be specific;

narrowly tailored with precise dates;
and relevant to the injuries, claims,
and disputes at issue.! In McCann v.
Harleysville Insurance Co. of New York,
for example, an appellate court affirmed
the denial of the defense’s “overly broad”
request for an authorization permitting
unrestricted access to the plaintiff’s
Facebook account, characterizing it
as “a fishing expedition” undertaken
with the “mere hope of finding relevant
evidence.”?

When evaluating the relevance
of private portions of a party’s social
media profile, courts have tended to
agree that the critical factor is whether
the public portion contains relevant
information; a defendant “does not have
a generalized right to rummage at will
through information that [the] plaintiff
has limited from public view.”?

But be aware that when claims for
emotional distress and anguish are
asserted, a minority of courts have
broadened what defense counsel may
review from a plaintiff’s social media
presence. In one recent federal case,
the court stated that “information from
social media is relevant to claims of
emotional distress because social media
activity, to an extent, is reflective of an
individual’s contemporaneous emotions
and mental state”; therefore, the court
ruled that the plaintiff’s social media
information and communications were
relevant and discoverable under Federal
Rule of Civil Procedure 26(b).'5

When attorneys disagree on what
social media information is appropriate
to provide to the other side, courts

often order the disclosure of relevant
social media evidence based on a factual
predicate for the request, a sufficient
showing from a public search, or a
prior search that turned up deleted
information.!® A printout of a plaintiff’s
publicly available Facebook page
depicting behavior or information that
contradicts the plaintiff’s claims can
be considered a sufficient basis for a
court to order the production of social
media records from that provider."”
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Some courts also may conduct an in
camera review of a party’s social media
information before determining what
should be produced.’® Commonly, courts
permit some disclosure of social media
information but will impose limits based
on what is appropriate in each case.”

The Defendant’s Social Media
The same rules that apply to your client’s
social media apply to defendants too.
After the case is filed, it is improper for
anyone to delete already posted, poten-
tially relevant information without
saving a complete copy of what was
deleted or removed from the account.

Send a narrowly tailored discovery
request that explicitly states what you
believe, based on prior investigation, are
relevant social media posts, photos, or
other online communications. Limit it
to relevant dates and times; if possible,
list the post or photo you are searching
for.2° For example, perhaps you took
a screenshot of the defendant’s tweet
shortly after a motor vehicle collision
with your client in which the defendant
shared pictures of her car and informa-
tion about the incident. Indicating the
exact date, time, and substance of what
you’re looking for is crucial and should
facilitate the efficient exchange of mate-
rials without court involvement.

Although defendants likely will
request your client’s social media infor-
mation regardless, be ready for any of your
requests to be reciprocated. Ask for email
addresses; a list of social media networks
and sharing sites, along with usernames;
relevant videos uploaded online; copies
of the posts, statuses, tweets, comments,
or replies that are relevant to the action;
and relevant podcasts or video posts. This
list is not exhaustive—based on what
you have uncovered in your preliminary
investigation of the defendant’s online
presence, be as specific as possible.?!

If you believe a defendant has taken
down websites or webpages; erased

posts or videos; disabled webcam feeds;
or directed online contacts to remove
posts, videos, or comments, you need
evidence to substantiate this claim. A
screenshot of incriminating information
revealed on a public profile or copies
of previously posted photos will be
valuable if the defendant has “cleaned”
its online presence.

If you have proof that a defendant
has destroyed or altered social media
evidence, most courts treat this behavior
as spoliation of evidence. In some
instances, both the client and counsel
can be subject to sanctions for failing
to preserve evidence.?> Some courts use
a less severe remedy—they order the
offending party to attempt to recover
what has been removed from a social
media page so that the opposing party
can view it.%

You can hire internet security and
social media experts to perform a more
exhaustive and technical search of a
defendant’s web presence, especially
if you believe online evidence has been
altered. These experts, who are trained
in social media discovery, may be able to
track and uncover deleted information
or photos, as well as sift through infor-
mation that you might not have found
yourself. If the case merits these experts,
do not hesitate to retain them early.

Requesting Provider Records

Getting records from social media
service providers can be very difficult.
You may attempt to obtain these records
via subpoena, similar to what you would
send to a physician’s office; however,
these requests almost always go unan-
swered. The Stored Communications
Act of 1986 (since amended to reflect
technological advances) prevents social
media sites from disclosing nonpublic
content without a user’s consent.>* Many
social media providers constantly change
their technology, which can lead to data
becoming inaccessible down the road.

DON'T FORGET

-+ Research your client’s social
media presence as soon as you
sign the case.

Instruct your client to use the
highest privacy settings available
on social media.

Preserve online evidence with

screenshots that are time
stamped.

Be suspicious of overly broad
requests for your client’s social
media accounts.

Be ready to petition the court if
you feel online evidence has been
destroyed.

Therefore, without the user’s consent,
almost all providers require a court
order explicitly mandating disclosure
before revealing user information in a
civil case.

To subpoena information directly
from a social media provider, you must
show the court that an order mandating
disclosure by the provider is necessary.
Arm yourself with screenshots of what
you believe is present on a litigant’s
social media page, as well as a tailored
request for information that is very likely
to lead to relevant evidence.

Nonparty and Expert Social
Media

Social media can also be valuable when
researching lay witnesses or experts.
Similar to looking for the defendant’s
online public profiles, search for any lay
witnesses who may testify at trial, such
as people who may have witnessed the
incident, as well as any experts hired
by you or the defendant. Be mindful,
however, that courts often are more
protective of a nonparty’s private
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social media information than that of a
litigant.?s

“Friending” or attempting to
communicate through social media
with the defendant—or any party in
the case represented by counsel—is
uniformly improper and unethical.
Online communication with an
unrepresented party or an expert is
treated differently, depending on the
venue.

In some jurisdictions, for example,
lawyers “friending” a nonparty online
do not need to disclose their law firm
or their involvement in litigation
but cannot make “deceptive” repre-
sentations.?¢ Courts in other states,
however, mandate that these requests
must inform the person of the lawyer’s
complete identity, which includes
name and firm, the name of the client,
and the lawyer’s involvement in the
matter being litigated.?” Bottom line:
Research your jurisdiction’s rules
when considering connecting with a
nonparty online, and when in doubt,
be as forthcoming as possible.

Familiarizing yourself with social
media discovery rules is more impor-
tant than ever—not only to protect
clients but also to uncover what could
be game-changing information about
the defendants and their experts and
lay witnesses.

Heidi L. Wickstrom is an
attorney with Salvi,
Schostok & Pritchard in
Chicago and can be

reached at hwickstrom@
salvilaw.com.
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1. “To maintain the requisite knowledge and
skill, a lawyer should keep abreast of
changes in the law and its practice,
including the benefits and risks associated
with relevant technology, engage in
continuing study and education, and
comply with all continuing legal education
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